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PRIVACY POLICY

The Controller of personal data pursuant to the Regulation (EU) 2016/679 of the European Parliament
and of the Council on the protection of natural persons with regard to the processing of personal data and
on the free movement of such data (“GDPR") is a company 1QS Group, s.r.o., ID No.: 242 79 501, VAT No.:
CZ24279501, with registered office: Hlavni 130, 250 68 Husinec-Re?, registered in the Commercial
Register maintained by the Municipal Court in Prague, file No. C 192429, operating websites on which
may be processed personal data:

*  www.igsgroup.cz
® www.igsnano.cz
e www.igstructures.com
e www.igproid.com
e www.smartcovid.cz
(“Controller”).
You may contact the Controller
e atthe address: 1QS Group, s.r.o., Hlavni 130, 250 68 Husinec — Re?,

e by e-mail: office@igsgroup.cz,

e by phone: 605 075 235.
The Controller processes your personal data in the following cases:
1. Communication via the contact form

The Controller will process the personal data you provide in the contact form for the purpose of replying
to and processing your message. This is processing on the basis of pre-contractual negotiations.

If a contractual relationship is established on the basis of a message from the contact form, the Controller
will process the necessary data (in particular name, surname, contact details — e-mail, telephone) for the
purpose of fulfilling the contractual relationship. This is discussed in more detail below.

Otherwise, the Controller will only process your personal data for the time necessary to process the
enquiry (unless there is another legal reason for processing).

e Registration for a user account on the e-shop SmartCovid

By registering for a user account on the website, you give the Controller your consent to process the
personal data provided during registration (in particular name, surname, contact details — e-mail,
telephone).

Based on your consent, the Controller will process the data for the purpose of administering the account
and facilitating the purchase.

You can modify your data in your account at any time.
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The Controller will process your data for 10 years from your last registration, unless you withdraw your
consent (you can withdraw your consent at any time by contacting the Controller) and unless the
Controller processes the data on the basis of another legal reason.

e Orders for goods on the e-shop SmartCovid

In the case of an order for goods, the Controller will process the personal data necessary to process your
order (in particular your name, surname, e-mail, telephone number, billing and delivery address) on the
basis of the fulfilment of its legal obligations (e.g. accounting, tax), the performance of a contractual
relationship or the legitimate interest of the Controller (e.g. the preservation of data in the event of
potential disputes).

The Controller will process these data for the period necessary to exercise the rights and obligations and
to assert claims arising from these contractual relationships, that is for a maximum of 10 years from the

termination of the contractual relationship, unless a longer retention period is required by law or for the
reasonable protection of the Controller’s legitimate interests.

By submitting an order and thus agreeing to the terms and conditions from the online order form, you
confirm that you are aware of the Privacy Policy and that you accept it.

e  Other contractual relationship with the Controller

In the case of the performance of a contractual relationship, the Controller will process the personal data
necessary for the performance of such contractual relationship on the basis of the fulfilment of its legal
obligations (e.g. accounting, tax), the performance of the contractual relationship or the legitimate
interest of the Controller (e.g. the preservation of data in case of possible disputes).

The Controller will process such data for the period necessary for the exercise of rights and obligations
and the assertion of claims arising from such contractual relationship, that is for a maximum period of 10
years from the termination of the contractual relationship, unless a longer retention period is required by
law or for the reasonable protection of the Controller’s legitimate interests.

e  Website visits

The Controller uses cookies on its websites. Details of their processing can be found in the Cookies tab
which can be found on each website of the Controller where such personal data is processed.

PROVISION OF PERSONAL DATA

Your personal data is confidential and will not be disclosed to any third party, except for: a) situations
expected by law or imposed by a government authority, b) in the case of enforcement of the rights of the
Controller, c) processors of the Controller — providers of services such as web hosting, delivery and
shipping services, payment gateway services, accounting services or marketing services.

AUTOMATED INDIVIDUAL DECISION-MAKING

The Controller does not make decisions based solely on automated individual processing that would have
legal effects on the data subject or affect him or her in a similar way.

YOUR DATA PROTECTION RIGHTS
Under the terms of the GDPR, you have:

e the right of access to your personal data under Article 15 of the GDPR, whereby you also have
the right to obtain a copy of your personal data, whereby the first provision is free of charge, and
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for the subsequent provision you may be required to pay reasonable costs associated with
obtaining such copy,

e the right to rectification of your personal data pursuant to Article 16 GDPR or restriction of
processing pursuant to Article 18 GDPR,

e the right to erasure of personal data pursuant to Article 17 GDPR, unless the data are data that
the Controller is obliged to process by law or is entitled to process on the basis of its legitimate
interest,

e the right to object to processing on the basis of legitimate interest under Article 21 GDPR,
e the right to data portability pursuant to Article 20 GDPR,

e the right to withdraw consent to processing in writing or electronically to the address or e-mail
of the Controller.

You also have the right to lodge a complaint with the Office for Personal Data Protection (Pplk. Sochora
727/27, 170 00 Prague 7 — Hole3ovice, www.uoou.cz) if you believe that your right to personal data
protection has been violated.

CHANGE OF TERMS

The Controller has the right to change this Policy. The Controller will publish the new version of the
Privacy Policy on its website, and, if appropriate, notify you by email.



